Password Primer
Following on from the interest shown by the U3A S&T group I have prepared a short document summarising what has been said and discussed together with an explanation of some of the methods of generating and hiding and remembering passwords.  This is a personal view and you use any advice contained here at your own risk!

How much security is really necessary?

The recent publication by the NIST places some emphasis on the fact that the main cause of password insecurity is the fact that people all too often use easy to remember passwords.  This is compounded by the fact that organisations such as banks ask you to change this frequently.  This leads to frederick1 frederick2 frederick3 etc.  This is considered to be very insecure.  It has also been noted that because of the memory problem people end up using passwords that appear in the top 10 000.  In fact 30% of passwords disclosed in a recent breach were to be found in this list(which is readily available to password hackers). A reasonably fast PC would find them all in the time it takes to make a cup of coffee.

So now what?

There are two approaches to password security and the choice depends on the level of risk that can be tolerated.  You can of course adopt a one size fits all policy and use the same easily memorised password for everything.  This can cause apoplexy in most security experts and is not recommended.  The two serious approaches involve steganography(hiding) and cryptography.

If you only want to enter multiple passwords from your home computer it is probably not necessary to do much else than put the passwords you use on post-it notes attached to your monitor.  You have to assess the likelihood of an intruder having access to them.  Probably very low especially given the fact that few if any intruders would be interested in more than your moveable goods.  An enhancement would be to have any passwords filed away on paper, say stuck in a book, remote from your computer.  Talking of books, an even more secure hiding place is to pick a long word in a book and make a public note of page, line and word number associated with a particular user name

If you travel with your laptop or similar device the above is not always feasible so some other means to protect your passwords can be used.  The simplest, and probably sufficient for most purposes, method to keep your passwords with you is to type them into a document and set an easy to remember password.  If you call the file something innocuous (not "My password file") then it will be safe from the casual password thief.  To further complicate the issue you can save several documents with random passwords.  This method would not defeat a determined thief who is au fait with computer technology but there are not that many about. Another method that can be used while travelling is to choose a website that has fixed text on a page and note down line numbers and word numbers.  All you need to remember which site you use.

It is possible of course to lightly encrypt a simple password in such a way as to be easy for you to read and would be useless to the casual hacker.  A simple Caesar shift would suffice if you reverse the word, before or after shifting.

'password' shifted by three (a=c) and reversed becomes ftqauucr
OK so what next.

A lot of sites that need passwords have rules about how to set up a password.  One upper case, a number and a special character.  NIST point out that this is bad practice as it encourages users to choose such things as Passw0rd#1  which follows the rules but encourages laziness as memorising will still be a problem and has probably already found its way into the hacker dictionary.

What is needed is a method of generating passwords that gives reasonable security but is easy to do without taxing the memory or needing to be written down.  Some of the many examples are given below.

One thing to remember is that passwords should be as long as possible but at least 8 characters minimum.  Less than 8 and you would be just as well using 123456.

There are available, programs which will generate passwords for you but as always the memory factor needs to be taken into account.  These, along with password vaults are suspect as they are susceptible to hacking.  Recently quite a few of the password vault programs he been found to have some serious security issues, especially those which fill in passwords for you.  Use with caution (or better still dont use)

Algorithmic methods.

Generate a random(ish) password from user name or organisation without taxing the memory

Example: Westminster bank

select easy to remember number

(such as birthday or phone number)

1942 728 551

now choose a letter from your word i.e. m and number the letters starting at m

westminsterbankwestminsterbank
    123456789
gives masiribttm
    1942728551
 which looks fairly random and is unique for each site.

If demanded by the site you can insert a special character and/or a number as a substitute for a space (i.e. 5 can be substituted for s, zero for o) 

This is probably too difficult to do in your head so you need to remember to destroy any paper you used.  If the bank demands you change the password just choose a different starting letter.

You can generate many passwords for different uses just using different user names as the starting text.

A variation, which is not quite so secure but very handy when using a  phone with an alphanumeric keypad to do transactions.

Take a phone number

1942 728 551

Now you need to invent two letters for 1 and 0  easiest to use 1 as s and 0 as z (on most keypads)

Now read off the second letter from the keypad ( s or z in the case of 1 and 0)

this gives:                         sxhbqbukks
Using the 1st letter gives  swgapatjjs
and the third                     syicrcvlls
These can easily be read off "on the fly"  (Some might see this as a Caesar shift)  The advantage of this is that nothing needs to be written down.  Some difficulty with this method could be the requirement for special characters and entering these will depend on the phone keypad implementation.  Best to avoid them if possible.  This probably wont work with a smartphone without some mental gymnastics.

Another algorithmic method is to use a passphrase

You might recognise:

  roygbiv 

as the order of spectral colours in a rainbow and I am sure that most people learned the mnemonic

Richard Of York Gave Battle In Vain.

A similar (non PC) mnemonic  gives the resistor colour code.

So to generate passwords choose a passphrase at least eight words long that is fixed in your memory such as the words of a song or poem or skipping rhyme or whatever and take a fixed letter from each word.  The first letter of the above example is shown above and the second would give 

 ifoaana though the first is easier to remember.

Many variations could be generated from a similar passphrase.  This method is recommended for the general user by several security experts.  You could even use a line from a book and make a public note of the page and line number associated with a particular password neglecting to mention which book it refers to.

Pin codes

The use of multiple credit/debit cards has caused some problems, more than two becomes a pain especially if one is not as often used.  If you can set your own pin  a simple method is to take one digit from each of the block of four on each card.  Take the first or second etc. or if you are really paranoid use a pattern such as 2,1,4,3.  Of course if you use this method remember to read off the number before you insert the card in the ATM !

If you cannot choose your own pin the system below is recommended:

Choose a four letter word and implement the grid below; for instance GIVE

	A           1
	B            4
	C         0
	D          3
	E          3
	F           4

	G          5
	H           2
	I         4
	J           1
	K          8
	L           9

	M          8
	N           5
	O        3
	P          5
	Q         2
	R          0

	S           6
	T           9
	U         7
	V         8
	W        6
	X        7

	Y           1
	Z           2
	
	
	
	


Write your pin number into the boxes corresponding to your word, say 5483.

fill up the grid with random numbers.   With a bit of juggling you can put several pins into the grid using different words.   Remembering the words can sometimes be a pain but it is a good exercise to create a mnemonic phrase with them in.  This grid can be printed and safely carried with you for reference.

Going further

A lot of time can be wasted trying to recover forgotten passwords.  One well used security check is the 'security question'.  If you have to choose one do try to make up your own.  Many sites are lazy and ask simplistic easy to guess questions.  Favourite football team, mothers maiden name, first school etc.  It is amazingly easy for a hacker to get this information, forgetting Facebook and social media, a lot of what you might regard as personal information is available online if you know where to look.  Think carefully before choosing a question and if you have to use a standard one LIE.  

The same goes for password hints.  Some examples of incredibly stupid ones are '1-9', 'rhymes with asword',  these and many other sillies being found in data breaches.   A good hint is one where the hint can be used to recover the password algorithmically.

Some conclusions

There is no such thing as perfect security.  Always you are as much dependent on the security integrity of the organisation you are dealing with as you are on your own methods.  No matter how hard they try organisations are vulnerable to a Bulgarian teenager with time on his hands and evil intent.  It is the traditional arms race.  All you can realistically hope for is that where there is a data breach other people will have used a password from the top 10000 which is easier to access than yours.  The rationale is that why break into a car when in a parking lot someone will have forgotten to lock.

So decide on the level of security you need and select the appropriate method(s) but, if you can, do try to devise your own technique.  This will ensure that I cannot decrypt your password should I need to.

Alan Daglish

March 2017

Any comments, questions or criticisms (welcome) to:- mail@adaglish.org.uk

